OJIOBPABAM: IIpuaoxenne 1
t?..

KJLIL HHXK dKUBKO IIETPOB
Hsnvanumenen oupexniop Ha
HA ,, Mopcka aosunucmpayus”

TEXHHUECKH CIIEHHOHKAHWH

no o0naBa 3a ofuiecTREHA NOPBLUKA HA CTOITHOCT 0 4. 20, an. 3 ot 3011, ¢ npeamer:

2 QYHKUUONAIHG ROOOPEHCKA HA NOKWIHAMA Mpedica Ha H3RviHumenna azenyus
wMopcka aomunucmpanus”, aomunucmpupane na Lotus Domino copevpu”

[, TexHuueCKH XapaKTepHCTHKH H NapaMeTPpH Ha oDIIecTBEHATA TIOPBYKa!
|. Hacrosiinata obuiecTBeHa mopbuka UMa 3a LN A2 C€ OCHIYpH (DYHKLHOHARHA NOJJIPRIKKA Ha
nokanHaTa Mpexa Ha MamwinurenHa areHuus ,Mopeka agmunuctpauns” (MAMA), agsmunucTpupane
Ha Lotus Domino ¢spebpH, MOAAPHHKKA HA pabOTHH CTAHIHH ¥ nepHdepHH yeTpoiicTBa.
1.1, @yHKUMOHATHATA MOAAPEKKA BKIAIOYUBA:
A. TpocnepsBane Ha Pb3HHKHAIN COPTYEPHH NPOBAEMH H TAXHOTO OTCTPAHABAHE, KOSTO BKIIOYBA!
- ¢chjeiicTBHE 3a HAMHPAHE HA peLIeHHE NPH Bh3HUKBAHE HA NpobiieM;
- OTHAANEUEHO OTCTPAHIBAHE HA BB3HHKHAIH NPOOIeMH,
- pH HeOOXOAHMOCT OTCTPAHsBaHEe HA BL3HHKHAIIHA IpodlieM ,,Ha MACTO™.
b. CoaelicTByie npH Bb3uuKHANH XapayepHu npobaemu. TlpeaocrabsHe Ha 000OpPOTHA TEXHHKA 3a
nepro He nogeue or 20 paboTHH JHH;
B. Koucynraumst [py wuarpaxaaHe Ha HoBHM ¢yHKUMOHANHOCTH B Mpexara sa MA ,Mopcka
aJIMUHHCTpaLHs”;
I". Ilpounaktika Ha KOMTIOTBPHATA TEXHHKA B JIOKajHaTa mpexa HAMA |

[.2. ApzuHicTpupaneto Ha Lotus Domino chpeBpH BKNIOUBA!

IMompbikka Ha Hamuuuute cegeM Gpoa Lotus Domino cwpmepH, koudurypupann B Domain
CTpYKTYpa:

- B MA ,,Mopcka apmunuctpanus” — Codust: Primary Server (Mail Server, enexrponta cicreMa 3a
ynpasjiense Ha KadecTtBoTo 3a MIAMA — Codusn), BackUp Server, BlackBerry Server;

- B Jupexuuu ,,Mopcka aasmuHHcTpauusa”/’Peuen najzop” — Bapha, byprac, Pyce u Jlom:
CBHOTBETHO O eauH Lotus Domino Mail Server.

- nojuipmkka Ha 4 Opost usuueckn cvpBbpu Server HP Proliant DL380G7, pasnmonoxens BLB
Bapna, byprac, Pyce u Jlom ¢ puptyannu cbpebpH Windows 2012 R2 csoreerno 3a Windows system
center - 1 6poit u Windows file server — I Gpoii u Windows domain controller server — 1 Gpoii.

Ho n 1. om Hanvianumens ce uzuckea:
- QoKyMenmupane 1 omyumane Ha pabomama no 3Ga8KUMNE;
- MECeUHU CHPAGKU i ONYeNnti 3 H3GLPUICHIINE O.IIHOCIN.

2. Bpeme i cpokoBe 3a peaxius:




- BCEKH TOHENENHHK OT ceaMmuuara M3nenHuatenat TpsaOBa Aa MPefocTaBH, KOMOWTBPEH
cnenuayiueT Ha macro npH Branoxurens B MA |, Mopexa Anvunuctpaups®, Codus, yn. ,Jlaxon
Hruaaruii” Ne 9, 3a pemeto ot 09:00 no 17:30 uaca,

- HAYHH Ha OOCNYXBAHE — OCEM Yaca Ha JIeH, MeT jHW B CeAMHIATa, B paDOTHOTO BpeMe Ha
Busnoxutens - or 9:00 go 17:30 yaca;

- BpeMe 3a peaxuuss — JI0 YCTHPH HUaca OT MOMEHTA Ha IOJyuaBaHe Ha 3asBKa 3a npobnem ot
BEBE3NOXHUTEIL;

- BpeMe 3a OTCTpaHARaHe Ha npodiiem — eauu paboteH JeH ciiell peakiuata Ha Manbnnurens.

3. lenu:

< CHFYPHOCT H YCTOHUHBO (DYHKIIHOHHPAHE HA PECYPCHTE HA JIOKAJIHATA MpPEXa;

- CHI'YPHOCT H 3allHTa Ha AaHHUTE,;

- 71a 6bJIc HAMAIEHO JI0 MHHEMYM BPEMETO 33 0TCTpaHsBale Ha codTyepHi H XapayepHH npobiemu;

- ChJIEHCTBHE MPH MUIAHUPAHETO H peanu3aliaTa HAa NPO(QUIAKTHYHH, MOBHIIABAINH BEpPCHATA HA
coryepa 3ajaul ¥ BCAKAKBH APYLH 3a/lauH, Kacaeiiy eeKTHBHOCTTA HA ChIUECTBYBAINATA JIOKAJIHA
Mpexa;

- CHTYPHOCT ¥ YCTOHUHBO (YHKIIHOHMPAHE Ha elleKTpoHHaTa noma Ha MAMA.

4, CtpyKrypa H opranusalus 1a jnokanHa Mpexa na MAMA,

4.1, Oprannsauns Ha JoxajdHaTa mpexa na HAMA:

Jloxanuara Mpexka Ha MAMA. ¢ u3rpajieHa B ChOTBETCTBHE € H3HCKBRHUATA, 3a70KCHH B Npoueaypa
IIK 02-07 na Cucremara 3a ynpasicHHe Ha kadectBoTo [SO 9001:2008. C uen ocurypsasaHe Ha
0€30TKa3HOTO il (PYHKLUHOHUPAHE € pealH3uPaHO CAE/HOTO;

Hy6nupane Ha 6a30BHTE HHPPACTPYKTYPHH YCAYIH.

A. Jlpa uaentuunn Domain Server, pennukupaiiyn nomexay ci NTDS Settings na Active Directory;

B. Jlsa "Hesasucumu DHCP Server, peanusupanu Ha npununna 40:60.

4.2, 3amHTa Ha padopManuaTa.

A. [epronuen Windows BackUp Ha cucteMuus gHek H System Stafe Ha Jipata CbpBbPa, HA KOHTO
ca craprupanu i kondurypupanu Domain Controllers n Active Directory .

b. Ilepuosuuno xonue na DHCP aupexropnara Ha Apara ChpBbpa, Ha KOHTO Ca CTApTHPAHH U
koHpurypupani DHCP cupBopuTe.

4.3, 06 xapayepuy pecypeH B JokaaHaTa Mpexa Ha HAMA

Copsbpu:

5 x Server HP Proliant DL380G7 5 Windows 2012R2;

I x Server HP Proliant DL380¢ G8 Windows 2012R2;

1 x Server Dell Power Edge R320;

1 x HP ML350T05 E5410 LFF - Quad-Core Intel® Xeon® E5410/2.33 GHz, 2 GB RAM;

I x Server Dell Power Edge R720 CTO Chassis - Server Dell Power Edge R320 CTO Chassis,
Intel® Xeon® E5 - 2420/ 1,90 GHz, 32 GB RAM;

1 x DELL Power Vault3600f — FC Storage.

4.4 UPS

- MGE — Pulsar Extreme 3000 - 3 6pos;
- MGE — Evolution 2500 - 1 6poii;

- DELL — UPS 5600W - 1 6poii;




- EATON 98X5000 - 1 6poii.

4.5 Bupryaauu ¢cspBbpPH H ChPBBPHEH POIH
36 Coprbpa — Windows 2012R2;
80 Copespnu poau, Bknoysaum DHCP, DNS, Windows File Server, WSUS, Active Directory,
IS, PervasiveSQL, Microsoft SQL Server 2008 1 2012, IBM Lotus Domino, Remote Desktop Services,
Apache 2.4, IBM Sametime.

4.6 PaGoTHH cTaHLHH
- Pabornu cranuun B rp. Copus — 47 Opos, Windows 10, Windows 7, Windows XP, MS Office

2003, 2007, 2010;

- Jlanton B rp. Cous — 12 6post, Windows 7, Windows XP, MS Office 2003, 2007, 2010;

- paborThu cTaHiuK B rp. Bapna — 92 6pos, Windows 10, Windows 7, Windows XP, MS Office
2003, 2007, 2010,

- Jlanronn B rp. Bapna — 11 6pos, Windows 7, Windows XP, MS Office 2003, 2007, 2010;

- PaBoruu cranuun B rp. Byprac — 61 6pos, Windows 10, Windows 8, Windows 7, Windows XP,
MS Office 2007, 2010

- JTarrromu B rp. Byprac — 12 6pos, Windows 10, Windows 7, MS Office 2007

- PabotHu cranuuu B rp. Pyce — 53 6pog, Windows [0, Windows 7, 2007, 2016

- Jlanroru B rp, Pyce — 3 6pos, Windows 10, Windows 7, , MS Office 2003, 2007, 2016;

- PaGoruu cranuui B rp. Jlom — 25 6poa, Windows 10, Windows 7, Windows XP, MS Office 2003,

2007, 2010, 2016
- JTarrrornn B rp. Jlom — 2 6post, Windows 7, Windows XP, MS Office 2003, 2007, 2010.

4.7, Ilpuatepiu:
Aficio DSm415p/1515ps — uepHo-0sna konmup/npuHTEp/cKeHep MaluHHa — ia Gpos B rp. byprac — ejiuH
Gpoit 1 B rp. Pyce — exun 0poii;
Aficio MP161spf — uepno-6sa xonup/npunTep/cxenep/(pake MaliuHa — ey 6pos B rp. Bapha — efun
6poii u B rp. Pyce — eaun 6poii;
Aficio MP2000 — yepHobsia konHp/MIpUHTEP/CKEHEP MalllHHA — e/iMH Opoii B rp. byprac;
Aficio MP C2550/C2551 — neanonserHa Konup/npuHrep/cKeHep MamHa - 4eTHpH 6pos B rp. BapHa —
aga 6post 1 B rp. Codust — jisa Opos;
Nashuatec DSm620 - uepro6saa konup/npunTep/cxenep maiiuHa — epur 6poit B rp. Codus;
Aficio SP3510SF - uepHoOsiaa konup/npuHTep/ckeHep MariHa — efuH 6poit B rp. byprac;
Aficio SP3510S8F - uepHoGsana xonup/npuHTep/cKeHep MalluHa — eAxH Opoii B rp. BapHa;
HP Laserjet color M551 - aea 6pos B rp. byprac;
HP Laserjet P3015 — emun 6poii B rp. byprac;
HP Laserjet 2300 L — enun Gpoii B rp. byprac

5. IIpHHIIHN 33 OPraHU3aLHs Ha CHIYPHOCTTA HA HHQOPMALHATA!

5.1. 3amuTa oT 3aryba Ha HHQOpPMaLU,

CopopH

- TeBp/MTE AHCKOBE HA BCHYKH CHPBBPHU ca KOH(PHrypHpanH B RAID,

- Iepuognuen Windows BackUp Ha cucTemuute nuckose H Ha System State Ha BCHUKH CHPBBPH.

5.2. ba3d fAaHHH

A, BusHec HaBHIaTop — PEry/IspHO Ce TIPABH KOIHE HA apXuB Ha paboTHa CTaHLHs;

B. Ca»c cpeacteata Ha Lotus Domino Sync Manager mojabpxaHe Ha aKTyalHO KONHE Ha
EnexTpoHHaTa cucTema Ha pabOTHA CTaHIMA, a CbIIO Taka pensnka Ha Lotus Domino BackUp Server;




Beexu notpebuTen B JIOKANHATA Mpexa uma koH(Qurypupana coOctpeHa aupextopust (Home
Directory) ma cupBbp, KbAeTo cbriacHo npoueaypa HK 02-07 tpsabea aa cbxpanssa OCHOBHATa CH
cnyxebna MHGOPMANHA KaTO pe3scpBHO KOIHE.

5.3, 3ampTa 0T HCKOHTPOJHPYEM ACCTHI B JIOKAJIHATA MPEXa

A. Domain cTpyKTYpaTa H3HCKBA APEJIOCTaBiaHe OT aAMUHHCTPATOPa Ha JIOKAHATA MPeXKa Ha NpaBa
33 JOCTBI JIO PECypeHTE i;

B. EnekrpoHHata 3allHTHA CTEHA € KOH(UrypHpaHa choOpasHO HM3HCKBAHMATA 3a 3AMUTA HA
UH(OPMAIMATA OT HEKOHTPOIUPYEM JOCTHIT;

B. JocTuiiet 0 EnexTpoHHaTa cHcTeMa 3a yripaBlieHHE Ha KaueCTBOTO M3HCKBA NPEJOCTABAHE HA

1npasa 3a JI0CTHIT;
I'. ArtusupyceH copTyep KOHTPONHpa NPOHHKBAHETO U MHCTanHupaHeTo mpes Web u snokanHo na

3noHaMepeH codyryep (TPOSHCKY KoHE H AAp.).
I, ITeano onHcaHHe HA HPEAMETA HA O0IECTBEHATA HOPLYUKA:

I. OcurypsizaHe Ha TeXHUYCCKA NOJAPBKKA IPH H3NBIIHEHHETO HA JEHHOCTHTC HA CHPBLPHATA
TEXHHKA,

HeiiHocTTa BKIOYBA OCHYYpABaHe HA TEXHHUECKA MOANPLAKKA NO OTHOLIEHHE Ha JAeHHOCTHTE
CHCTEMHA AAMHHHCTPALIHA HA CHPBBPHHTE pelueHus, B oucaTe Ha Bpanoxurena, B rpagosete Codus,
Bapua, Byprac, Pyce, Jlos, kato npuHImmuTe Ha paboTa NpeABHXAAT NPOLEC HA TPOQHIAKTHYHH
mnapHpaHd Tperie/i M aHalM3H Ha CLCTOAHHETO HA ChPBBPHTE W aBAPHHHE KOHCYNTAUMH H
OTCTpPaHARAHE HA HEH3IPABHOCTH B CHCTEMATA OT ChPBBPH, :

2. OcurypsBade Ha TeXHHYecka TMOJIPLKKA INPH H3NBIHEHHETO Ha AeiHOCTHUTE HA paboTHH
CTAHUHH ¥ TIPEHOCHMU KOMIIOTPH .

JeiiHocTra BKAIOYRA OCBINECTBABAHE HA MOAAPBAKKA HA pPaOOTHHTE CTAHLMH H [IPCHOCHMY
kommoTpu B ouca B rp. Codus. ITpodunaktiyeH aHamms 1 xapryepHa Npo(puIakTHKa Ha CHCTEMMTE,
KOATO Ce H3BLPIIBA MPH BH3MOXKHOCT Ha MscTo B ouica Ha Besnoxurens. MsroresaHe na npeanoxenus
3a ONTHMH3ALMA H& H3ITBIHEHHETO HA NPOLEca MO MOJAPHKKA H NPEJIOCTABAHETO HM Ha BB3IoKuTens
3a chraacysane, OnTHMH3aLMA Ha OBP30AelicTBHETO HA pabOTHUTE CTAHIMH UPe3 CHCTEMHH 3a1aud 110
TIPCIOXKEHHE HA H3ITBIIHUTENA,

3. llognomarane Ha BB3NOXHTENA H OCHCYPABAHE Ha TEXHHYECKA IOJIPBIKKA HA MpPEXKOBa
HHDPACTPYKTYpa.

JleiiHocTTa BKIIOYEA NOANOMAraHe Ha BB3NoKuTe)s ¢ TeXHUYECKa eKCIEepTH3a N0 OTHOINEHHE Ha
xoHdurypupane Ha MpexoBoTo obopyjeaHe na Bwamosxurtens, B rpagorere Codus, Bapua, Byprac,
Pyce, Jlom. CrelieHe 3a InpeToBapBaHe HAa ONOPHHTE KOMYTATOPH, HANPEYHHTE BPB3KH Ha VPN
CBBLP3aHOCTTA Ha Bhinoxurens.

4, OCHI")’]JHB?IHB Ha Ka4eCTBCH KOHTPOJ Ha NIpejlaraHua METOA Ha H3MbJIHCHHE,
HeﬁHOCTTa BK/IIOYBA rapaHTHpane Ha KadyeCTBCHOTO H3IbJIHEHHE Ha MpCAOCTABCHHTC YCJIYTH IO

MOAJPBKKA,

5. OcurypsBase Ha TexHIYeCKa MOAAPHIKKA H OCHINECTBABAHE HA KOMYHHKALHA ¢ H3IBIHUTEIA.

HefiHocTTa ce CHLCTOM B IBUIOCTHO OITHCAHHME HA TIPOLECa Ha KOMyHMKalBs ¢ V3NbaHHTEN, KaTo
nenTa ¢ fa ce HaMalM JI0 MMHHMYM BBE3MOXHOCTTAa OT 3aryba Ha uH(pOpPMALMA 32 CHCTOAHHETO HA
3anaunTe, noj@ajeHy or Beanoxkutens, KoM V3nbiaHurens, B Hpoieca Ha H3IBAHEHHE Ha NOJIAPBKKATA
HA cHCTeMHTe Ha Bu3noxurens, npu oduunanHara KopecnoHeHuHA ¢ Hanbanurens.




6. MarpaxciaHe Ha cHcTeMa 3a PesepBHH KOIMH,

JlefinocTra ce CHCTOM B TIOATIOMAraHe M3TPAXAAHETO Ha CHCTeMa 3a DPE3CPBHH KOMHA Ha
HACTPOHKKHTE Ha CHCTEMHTE B OTHANEYSH TEXHHUECKH LEHTBP, ¢ L/l HAMANABAHE H4 BPEMETO Ha
BL3CTAHOBABAHE Ha padOTOCHOCOGHOCTTA PH HHLMJIEHT CBC CHPBBPHATA U MPEXKOBATA TEXHHKA,

7. Viarpakane na cycrema 3a OCHTYPSBaHE HA PE3EPBHPAHE HAa OMOPHHTE CHCTEMH.
JlefiiiocTra C& CHCTOM B M3rPANAAHETO H KOHQUIYPHPAHETO Ha Pe3epPBHPAHOCT HA ChPBBPHHTE
(pYHKLHOHATHOCTH, ¢ L/l HaMajsBaHe Ha BPEeMETo 3a HeHanmuuue Ha Qyukuuara (MS Windows AD,

WEB, Mail).

8. @yHKIMOHANHA NOIAPHXKKA Ha 6aza AanHu Lotus Domino,
Peannsupade Ha IAA0CTEH KOHTPOJ, NOAPBXKKA M passuTHE Ha (YHKLHOHANHOCTH BBpXY Oasa
gaaHu Lotus Domino W HHTEerpHpaHHTe KBM Hefl pellleH#s, NowmeHcky obpibpH, QMS (cuctema 3a

KOHTPOJI HA KAYeCTBOTO).

Mo onxcanute B T. OT | — 110 8, BIJTFOMHATENTHO, NPOLECH, YUACTHHLIMTE CISIBA Aa HAMPABAT CROHTE
KOHKPETHH MNPEAJIOKEHHS 33 HOJAXOJ] M METOX Ha OCBHINECTBABAHE HA JECHHOCTHTE IO NPEAMETa HA
0BLIeCTBEHATA IOPBYKA, ChITIACHO 0bpasela Ha TeXHHYECKO Npe/IIoKEHHE.,




