OJIOBPSIBAM: Hpsowenie |

#7050

3ann4yeHo Ha ocHoBaHue 4n. 4, an. 1 ot
z OO6Ly pernameHT OTHOCHO 3aluMTa Ha nNuyHuTe aaHHu (PernameHT (EC) 2016/679)

KJLIL HHK, AKABKO ITETPOB
Fisnoanimenen oupexmop na
HA ,, Mopcra aosunucmpayus”

TEXHHYECKH CIIEHUPHKAIIMHN
3a npotfedypa 3a eb3RA2AHE Ha 0blecigeria RopuYka Ypes 0baed no peda va I raea 2628 om Saxoua za
feayt { /! I
obufecmee e NoPLUKN, ¢ RpeoMen:

» @YHKHHOHATHA HOOOPVICKG Na Aoxannama mpedca na Hsnvnnumenna azenyun ,,Mopcra
aoamunuempanun’™, aomunucmpupaite na Lotus Domino copsopu’”

I. TexHHUCSCKH XapaKTEPHCTHKH M fapaMeTpH Ha oblecTsenara 1opouuka:

I. Hactosmara o6uecTBena nopuuKa vMa 3a LeN A3 ¢ OCHTYPH (DYHKUHOHANHA NOAAPHKKA HA
noxanHata Mpexa Ha MamblHnTenHa areHuus ,Mopceka agmunnctpauus” (MAMA), amvnnucTpupane
Ha Lotus Domino cLpespH, MoAAPLXKKA Ha paBOTHH CTAHIMH W repHdepHl ycTpoiicTra.

1.1. ©ynkuoHanHaTa NOJAPHIKKA BIKIOUBA:

A, Tlpocnepisgatie Ha BB3HHKHANH cOTYCPHN NPOONENMH H TAXHOTO OTCTPAHABAHE, KOSTO BKIOUBA!

- CbJCICTBHE 32 HAMBPAHE Ha PELIeHHe NPYU Bh3HHKBAHE HA TpodeM;

- OTAANEUEHO OTCTPAHABAHE HA BL3HHKHAIM NPOOIEMH;

- IPH HEOOXOHHMOCT OTCTPAHABAHE HA Bh3HHKHAJHA Npobien ,,Ha MicTO”,

b. CpaciicTBHE NpH Bb3HHKHANY XapayepHu npobdnemu. [lpenoctapsne Ha 0bopoTHa TexHuKa 3a
nepuof He noeeue ot 20 paboTHH AHN;

B. Koncysrauyst mpH H3rpaxpaaHe Ha HOBH dyHKigoHanHocTH B Mpexara na HMA ,Mopcka
aJIMHHHCTpaLHA”; :

I", ITpodrnaxkTHia Ha KOMIIOTHPHATA TEXHHKA B IOKauHaTa Mpexa HAMA |

1.2. Appunnctpypareto Ha Lotus Domino cbpsbpH BKIOUBA:

Momapbkka Ha HamiuHuTe ceiies 6pos Lotus Domino cwbpebpH, koudurypupausd B Domain
CTPYKTYpA:

- B A , Mopcka agmunucTpaiysn” — Codus: Primary Server (Mail Server, enexrponna cucresa 3a
ynpasjienne Ha Kauecrsoto 3a MAMA — Codwms), BackUp Server, BlackBetry Server;

- B Jupexkuun ,Mopcka amniuHucTpauus’/”PeueH Hagzop” — Bapua, byprac, Pyce u Jloa:
cboTBeTHO N0 eAHH Lotus Domino Mail Server,

o m. 1. om Hanvinumens ce wsncked:
- QOKYMEHIUPaKe 1 OMyuniane na papemanma Ho 3aaeKunie;
- MeCeY I CRPAGKU 1l OIyeniil 3d U3gvprienme oelinocmu.

2. Bpene # cpokose 3a peakis.
- BeeKH MNOHEHENHHK OoT ceaMuuara MRmbnaurenst Tpadsa Aa NpefocTaBH, KOMOIOTHPEH

crielpankcT Ha Macto npH Beanoxurens B MA Mopcka Apmunnctpaunsa®, Codmsa, yn. ,Jlaxon
Hrnaruit” Ne 9, 3a spesero ot 09:00 ao 17:30 vaca.




- HAuHH Ha OOCHAYKBAHE — OCEM HYaca Ha JieH, 1eT AHM B CEIMHLATA, B PaboTHOTO Bpeme Ha
Bnaaowxurens - or 9:00 go 17:30 uaca;

- BpeMe 3a peaKiHa — 0 derHpH paboTHH uaca OT MOMEHTA Ha NOJIyYABAHE Ha 3asABKa 3a upobiem
ot Bh3JIOXKHUTEJIA;

- BpEME 3a OTCTpaHsraHe Ha npodiem — A0 oceM paboTHy Yaca cliel peakuuaTa na Msnbanurens.

3. Lenn:

- CHIYPHOCT H YCTOIUHBO GPYHKLHOIHPAHE HA PECYPCHTE Ha JIOKANHATA MPEKa,

- CHTYPHOCT 1 3alILHTA HA AaHHHTE,;

- J1a Objle HAMAJIEHO JIO MHHHMYM BPEMETO 33 OTCTPAHABAHE HA COYTYEPHH H XapAyepHH NpodnemMH;

- chAcHCTBHE 1PH MIAHHPAHETO W PEanH3alpaTa Ha NPodIIAKTHUHH, MOBHLIABALH BEPCHATA Ha
copryepa zajiau B BCAKAKBH APYTH 3aaty, Kacaelll e(eKTHBHOCTTA HAa CLINECTBYBAIATA JIOKAIHA
MpEeKa;

- CHFYPHOCT H YCTOHUMRBO (DYHKLHOHHPaHE Ha eekTporHaTa nowa na HMAMA.

4, CTpykTypa I opraHH3aiis Ha nokanua mpexa Ha HAMA.

4.1. Oprann3auust Ha ToKaHATa Mpexka na MAMA:

Jlokannara mpexa Ha MAMA e warpajieHa B CLOTBETCTBHE ¢ H3ICKBAHHSITA, 3aJI0KEHH B Mpoleaypa
MK 02-07 na CuecreMara 3a ympaenenne Ha kadecrsoro [SO 9001:2008. C uen ocurypspaHe Ha
0e30TKA3HOTO 1l PYHKUHOHHPAHE € PEANIH3HPAHO CIEAHOTO!

Jy6nupane Ha 6azoBHTE HHPPACTPYKTYPHH YCIYTH.

A. Jlsa waentuunt Domain Server, penaukipaus noasexxay ci NTDS Settings na Active Directory;

B. JIpa nezarncunmn DHCP Server, peanusupann Ha nptHuima 40:60.

4.2, 3auiTa va HHopmanuaTa,

A. Hepsoanuen Windows BackUp Ha cucremnust gHck H System State Ha jBaTa ChpBbPa, HA KOHTO
ca crapTHpani u koHpurypupani Domain Controllers n Active Directory .

B. Iepnogyuno komue Ha DHCP jupekropuaTa Ha Jgpara ChpBDhPa, Ha KOHTO €& CTAPTHPAHH H
xkoHdurypupasy DHCP cbpeophte.

4.3, O0uns xapayepHi pecypen B 1oKaaHata Mpexa na HAMA

CopBopH:

5 x Server HP Proliant DL380G7 5 Windows 2012R2;

1 x Server HP Proliant DL380e G8 Windows 2012R2;

1 x Server Dell Power Edge R320;

1 x HP ML350T05 E5410 LFF - Quad-Core Intel® Xeon® E5410/2.33 GHz, 2 GB RAM;

1 x Server Dell Power Edge R720 CTO Chassis - Server Dell Power Edge R320 CTO Chassis,
Intel® Xeon® E5 - 2420/ 1.90 GHz, 32 GB RAM,;

| x DELL Power Vault3600f — FC Storage.

4.4 UPS

- MGE - Pulsar Extreme 3000 - 3 6pos;
- MGE — Evolution 2500 - | 6poii;

- DELL — UPS 5600W - | 6poii;

- EATON 98X5000 - 1 6poii.




4,5 BupTyaanu cepBbPH I ChPBBPHH POJIH
36 Cepubpa — Windows 2012R2;
80 Copebpun poau, sxmousamu DFICP, DNS, Windows File Server, WSUS, Active Directory,
1IS, PervasiveSQL, Microsoft SQL Server 2008 u 2012, IBM Lotus Domino, Remote Desktop Services,

Apache 2.4, IBM Sametime.

4.6 PaGoTin cranuny
. PaBotun cramn B rp. Codus — 47 dpos, Windows 10, Windows 7, Windows XP, MS Office

2003, 2007, 2010,2016;

- Jlarrrorin B rp. Codun — 12 6post, Windows 7, Windows XP, MS Office 2003, 2007, 2010, 2016;

- paboThu craduni B rp. Bapua — 92 6posn, Windows 10, Windows 7, Windows XP, MS Office
2003, 2007, 2010, 2016;

- Jlantonu 8 rp. Bapua — 11 6posa, Windows 7, Windows XP, MS Office 2003, 2007, 2010, 2016;

- PabotHu cTanuui B rp, Byprac — 66 6pos, Windows 10, Windows 7, Windows XP, MS Office
2003, 2007, 2010,216;

- Jlanronu B rp. Byprac — 12 6pos, Windows 7, Windows XP, MS Office 2003, 2007, 2010;

- Pabotnn cranusu B rp, Pyce — 53 6pos, Windows 10, Windows 7, Windows XP, MS Office 2003,
2007, 2010,2016;

- Jlanrronn B Tp. Pyce — 3 6pos, Windows 7, Windows XP, MS Office 2003, 2007, 2010, 2016;

- PaGotuu cranuuu B rp, Jlom — 18 6pos, Windows 10, Windows 7, Windows XP, MS Office 2003,

2007, 2010, 2016
- Janronu B rp. Jlom — 2 6pon, Windows 7, Windows XP, MS Office 2003, 2007, 2010.

4.7, Hpunrepu:
Aficio DSm415p/1515ps — vepHo-Gsna konup/npuHTEep/cKeHep MallnHa — ABa Gpos B rp. byprac —
efHH Gpoii 1 B rp. Pyce — eaun Bpoii;
Aficio MP161spf — uepHo-6sma xonup/npunrep/ckenep/axe Mawnna — asa 6post B rp, Bapna — eaun
Gpoii u B rp. Pyce;
Aficio MP2000 — ueprobana konup/mpHHTep/cKenep MauiiHa — eanH Opoii B rp. Byprac;
Aficio MP C2550/C2551 — nbnnouBseTHa KOHP/IPHHTEP/CKeHEp Matiiha — yeTHpn 6pos B rp. Baphna
— jiga Gposi 1 B rp. Codpus — aBa 6pos;
Nashuatec DSm620 - ueproGana konup/npuaTep/ckeHep MalliHa — eaiH 6poii B rp. Codmd;
Aficio SP3510SF - ueprobsina xonup/mpHATEpP/CKEHEP MalllHHA — el H Gpoii B rp. byprac;
Aficio SP35108F - uepHobsna konnp/npuuTep/ckenep Maliina — enH 6poii B rp. Bapua,

5. TIpHHIHIT 32 OpraHu3allis Ha CHIYPHOCTTa Ha HHQopMauuAaTa:

5.1. awwTa ot 3aryda Ha uHdopnMaLus.

CupBBpH

- TenpjuiTe AUCKOBE Ha BCHUKH ChPBBPH ca kondurypupani B RAID.

- Ilepropnuen Windows BackUp Ha cucTeMHHTe AncKoBe H Ha System State Ha BCHUKH ChPBBPH.

5.2. bazu gaHHH

A. Bu3HeEC HABUTATOP — PEryNApHO Ce MPaBH KONHE Ha apXiB Ha paboTHa CTaHLIMS,

B. Cnc cpeactara Ha Lotus Domino Sync Manager nomjispiaHe Ha akTyallHO KOMHE Ha
EnexTponHaTa cieTeMa ia paboTHa CTanLus, a Chlo Taka perika Ha Lotus Domino BackUp Server;

Beexkn norpebuten B JokanHata Mpexxa HnMa KoH@urypupana cobctsena aupextopus (Home
Directory) Ha c¢bpBbp, Kpjieto csriiacHo npouenypa [IC 02-07 tpabea jga cbxpanssa 0CHOBHATA CH
cny)xebHa HHpopMaLys KaTo pe3epBHO KOIHE,

5.3. 3anuTa OT HEKOHTPOMMPYEM JOCTBI B NOKAJIHATA Mpexa




A. Domain cTpyKTypaTa H3HCKBA NNPEJOCTaBIHE OT aANMHHHCTPATOPa Ha TOKAHATA Mpeka Ha Mpasa
3@ JIOCTBI A0 pecypenTe i;

b. EnckTpoHnarta salmiHTHa cTeHa € KOH(PHrypHpaHa CbhOOPa3zHO H3HCKBAHMATA 34 3allliTa Ha
HHOPMALHATA OT HEKOHTPOIHPYEM A0CTBIT;

B. Hocrenbr 0 EnekrpoHnara cHcTeMa 3a yOpaBAcHHE Ha KAYeCTBOTO H3HCKBA INPEOCTABIHE Ha
npasa 3a JOCTBI;

I, ABTHBHPYCCH COTYCP KOHTPOJIMPA MPOHHKBAHCTO H HHCTANHpAHCTO 1pes Web 1 AoKaliHo Ha
3j0HaMepeH copryep (TPOSHCKH KOHE M JIp. ).

IL ITuano onncanye HA InpeayeTa Ha obImecTReHATA NnopL4Ka:

I, Ocurypspane Ha TEXHHYECKA NOUIPHIKKA MPH H3TIBIHEHHETO Ha elIHOCTHTE HA ChPBBpHATA
TEXHHKA,

JlefinocTra BKNIOUBA OCHIYPsiBAHE Ha TEXHHUYECKA NOAJPHKKA 10 OTHOLIEHHE Ha JeilHoCcTHTE
CHCTEMHA aJMHHHCTPALIHS HA CHPBLPHHTE pelleHis, B oucute Ha Boinoxurens, B rpajosere Cous,
Baprna, Byprac, Pyce, Jloym, KaTo npHHUHNNTE Ha padoTa NPEiBHAAAT NPOLEC HA MPOMHIAKTHYHI
MIAHHPAHH TIpersie/i H aHaAH3H Ha CBHCTOSHHETO Ha CLPRBPHTE H aBapHilH¥ KOHCYNTalmu H
OTCTPAHABAHE Ha HEH3MPABHOCTH B CHCTEMATA OT CHPBBPH.

2. OcurypsiBaHe Ha TeXHHYECKa MOJJ(PHKKA [PH H3MBIHEHHETO Ha AckitocTHTE Ha paboTHu
CTAHLMH H APEHOCHMH KOMHIOTPH .

JleliHocTTa BKJIOYBA OCHINECTBABAHE HA HOJIPBKKA Ha pPabDOTHHTE CTAHLHH H NPEHOCHMH
kommoTpi B ofrica B rp, Cogus. [IpodgunakTiyen anaaus 1 xapayepHa npoiulakrHka Ha CHCTEMHTE,
KOATO CE¢ H3BBLPLLUBA NPH BBH3MOMKHOCT Ha MACTO B oduca Ha Brinoxurtens. M3roTeate Ha npeioxenis
32 OMTHMH3ALHA 1A H3TBIHEHHETO Ha Mpolleca Mo NOJUIPHKKA H MPEIOCTABAHETO HM Ha Bb3noxuTens
3a chraacyBaHe. Onramysaius Ha Obp3oaciicrBHeTo HA padOTHHTE CTAHLMH YPe3 CHCTEMHI 3a[auH 10
MpeARoMKEHIE HA H3NBIHHTENA.

3. MHopnomarane na Bwb3noxHTeNs H OCHFYpsABaHE HAa TEXHHUECKAa MOJJPBMKA Ha MpEXoBa
HHPACTPYKTYpA.

JleHiHOCTTa BK/IIOUBA MOANOMAraHe Ha Bb3foxxHTEN © TEXHHUYECKA EKCIIEPTH3a [0 OTHOLUEHHE HAa
KOH(UTypHpaHe Ha MpexoBotro obopyapanie Ha Bouanowurens, s rpapgosere Codus, BapHa, Byprac,
Pyce, Jlom. CnepcHe 3a ripetoBapBaHe Ha ONOPHHTE KOMYTATOPH, HAMpeuHHTe BPh3kH Ha VPN
CBLP3AHOCTTA HA BB3noxuresns.

4, OcHrypsapane Ha KaYeCTBEH KOHTPOJI Ha MpeUlaraH#s MEeTO/ Ha H3NbJHCHHE.
JletiHocTTa BKIIOUBA rapaHTHpaHe Ha KaueCTBECHOTO H3NBIHEHHE Ha APEJOCTABEHHTE YCIYTH M0

MOJIPHAKKA.

3. OCH[‘)’p}IBﬂHe Ha TEXHHYECKA TIOAMPBLKKA H OCLLICCTBABAHC HA KOMYHHKAHA C HMznnnuutens,

ﬂeﬁHocrra C¢ CHCTOH B LANOCTHO OMHCAHHEC HA MPOoUEca Ha KOMYHHKaUHWA C ﬂ3l'l'bJIH['lT€.ﬁﬂ, KaTo
Hellta € Jla €€ HaMall A0 MHHHAMYM BBIMOMKHOCTTA OT 335‘)’6& Ha HH(I)O[)MEIHHH 3a ChCTOAHHETO HA
3againTe, NoOAAACHK OT B’bBHO}KI-ETGHﬂ, KbM H3HLJ‘[HHT€H}], B {ipolcca Ha HWIHLJIHCHHC HA NOAAPBIKKATS
Ha cHCTeMHTE Ha Bouinoxurend, MpH 0(})uul‘1anHaTa KOPECIIOHACHLEHA C Hanwauutens.




6. Marpaxziane Ha cucTena 3a pe3epBHH KOITHSL,

Heﬁ]-EOCTTEl €& CBLCTOM B NMOAACGMAFAHC M3TPAKAAHETO HA CHCTCMA  3a PE3CPBHI  KOIMHA 1A
HACTPONKITE HA CHCTEMMTE B OTJIAJICUEH TEXHMYECKH LCHTBP, ¢ LEl HaMalsiBaHe Ha BPEMEeTO Ha
BL3CTAHOBABAHE HAa PpaboTOCNOCOOHOCTTA NPH HHIHASHT ChC ChPRBPHATA H MPEKOBATA TEXHHKA.

7. Mzrpaxjiade Ha clHcTeMa 3a OCHTYPSBAHE HAa PE3CPBHPAHE HA ONIOPHHTE CHCTEMH,

HeliHocTTa ce CbCTOH B M3rPAKAAHETO H KOHQHTYPHPAHETO HA PE3CPRHPAHOCT HA ChPBBPHHTE
(PYHKLHOHAIHOCTH, ¢ LS/ HaMaJiBaHe Ha BpeMeTo 3a HeHanuuue Ha ¢yukimpista (MS Windows AD,
WEB, Mail).

8. Mdyukuronanua nojpLKka Ha 6aza navqn Lotus Domino.
Peannsupate Ha UANOCTEH KOHTPON, NOAIPBIKKA H Pa3BHTHE HA (PYHKLHMOHANHOCTH BBPXY Daza
aanuy Lotus Domino n HHTerpHpaHHTe KhM HEs pelueHHs, MOINeHCKH cupsbpl, QMS (cucrema 3a

KOHTpPOJT Ha Ka‘leCTBOTO).

[To onucanure B 1. o1 | — 10 8, BKNIOYHTENHO, IPOLIECH, YYACTHHLIHTE CHEBA Ia HATIPABAT CBOUTE
KOHKPETHH NPEJUIONKESHHS 33 TOJX0JL H MCETOJ Ha OCBLLIECTBABAHE HA icHHOCTHTE HO fpeaMeTa Ha
obluecTBEHATa NOPBUKA, chriaciio obpazeya Ha TexHHUECKO NpeaaoKeHHe.




